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Who is a icas GmbH?

� Founded in March 2001 in Karlsruhe, Germany

� Produc ts: Rea ltime Java  imp lementa tions

� Today: 18 emp loyees, offices in Karlsruhe (D), Berlin 
(D) and  New Haven/ CT (USA)
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HIJA-Projec t: High-Integrity Java

Projec t overview:

� 6th FP EC-funded  p rojec t

� sta rted  June '04

� dura tion: 27 months, until Aug '06

� Projec t coord ina tor: The Open Group
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HIJA-Projec t

Projec t partners:
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Projec t Overview

Goals

� Identify suitab le computa tiona l models

� Contribute to func tiona l and  nonfunc tiona l ana lysis

� Develop  p rofile based  referenc e imp lementa tions

Work based on results of earlier projec ts:
HIDOORS, AJACS, Expresso, KeY, etc . 
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Projec t Overview
Three main profiles are defined:

All a re subsetting the Java  language, standa rd  APIs 
and  Rea ltime Spec ific a tion for Java  (RTS)
 

� Sa fety-Critic a l p rofile

� c ertific a tion up  to the highest c ritica lity level 
(DO178B-A).

� Business-Critic a l app lica tions

� Flexib le Dynamic  Systems (OSGi, etc .)
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HIJA SC-Java Profile
Guiding Princ ip les:

� Conserva tive Approac h

� no c oncep ts tha t go too fa r for SC community

� Do not fragment the market: 

� Base spec ifica tion on standard  Java  and  RTSJ

� SC-Java  p rograms should  run on any RTSJ JVM

� Use of annota tions for off-line checking
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Safety-Critical Profile
Severe restric tions on Java and RTSJ:

� Clea r d istinc tion: initia liza tion phase, mission phase

� No dynamic  load ing , thread  c rea tion, etc . during 
mission phase

� No GC

� Stric t Partitioning : 

� Memory: Loc a l memory a rea  for eac h task

� CPU utiliza tion 

� Use of annota tions to document correc tness of 
c lasses
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Business-Critical Profile
Relaxations compared to safety-c ritica l profile:

� no d istinc tion of phases (initia liza tion vs. mission)

� dynamic  fea tures (GC, thread  c rea tion, etc .) 
permitted  for non-c ritica l tasks

� Stric t Partitioning  for c ritica l tasks: 

� Memory: Loc a l memory a rea  for eac h task

� CPU utiliza tion 

� Use of tools to p roof correc tness of c ritic a l tasks
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HIJA Tools:
Tools for c orrec tness proof of application:

� DFA ana lysis to p roof absenc e of runtime errors

� Forma l verific a tion using JML annota tions (KeY)

� Model-Checker based  tools to verify d istributed  
system and  multi-thread ing
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HIJA 
Tool Chain

Builder

Annota tion
Parser/ Ed itor

javac

*.c lass

Executab le
Runtime

Monitoring

Constra ints

Data  Flow
Ana lyzer

WC Memory
Usage Ana lyzer

WC Execution
Time Ana lyzer

Model
Chec ker

KeY

Sched ule
Ana lyzer

Flow
Information

Annota tion
Chec ker

Auxila ry
Annota tions

Network
Ana lyzer

Annota ted
Java  Cod e
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HIJA Tools: DFA
Start with the following

� c a lls = { main() }  (set of ca lls)

� va lues = { } (set of va riab les ´  va lue)

Iterate

� do {
ca lls := c a lls È {m |  $ c  Î  c a lls "m()" Î  c  }
va lues := va lues  

 È { (a ,X) : $ c  Î  c a lls "a = new X()" Î  c ) } 
 È { (a ,v) : $ c  Î  c a lls "a = b" Î  c  Ù (b ,v) Î  va lues }

} until fix point is reached ;
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HIJA Tools: DFA
Difficulties that need to be managed

� Ana lysis ac curac y has to be high enough

� Ana lysis effort must not exp lode for non-trivia l 
app lica tions

Solution

� Store c ontext information with each va lue and  ca ll

� Reduce context information for types tha t c ause 
exp losion
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HIJA Tools: DFA
    . . .
    new Thr ead( )  {
      publ i c voi d r un( )  {
        synchr oni zed( o1)  {
          synchr oni zed ( o2)  {
          }
        }
      }
    } . st ar t ( ) ;
    new Thr ead( )  {
      publ i c voi d r un( )  {
        synchr oni zed( o2)  {
          synchr oni zed ( o1)  {
          }
        }
      }
    } . st ar t ( ) ;
    . . .  
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Example DFA results
> j amai ca t est  - df a
NEEDEDSYNCS            :  17 ( 17 l ocat i ons out  of  326)
DEADLOCKS              :  2 ( 2 l ocat i ons out  of  326)
SCOPE CYCLES           :  0 ( 0 l ocat i ons out  of  0)
I LLEGAL ASSI GNMENTS    :  0 ( 0 l ocat i ons out  of  167)
CLASSCAST EXCEPTI ONS   :  0 ( 0 l ocat i ons out  of  33)
ARRAY STORE EXCEPTI ONS :  0 ( 0 l ocat i ons out  of  18)
NULL POI NTER EXCEPTI ONS:  0 ( 0 l ocat i ons out  of  953)
STACK USE:   1264 FOR THREAD:  j ava/ l ang/ Fi nal i zer Thr ead
STACK USE:    104 FOR THREAD:  t est $1:  ( t est . j ava: 6)
STACK USE:    104 FOR THREAD:  t est $2:  ( t est . j ava: 14)
STACK USE:   1764 FOR THREAD:  I NI TI AL THREAD
HEAP USE:   39680 FOR THREAD:  j ava/ l ang/ Fi nal i zer Thr ead
HEAP USE:       0 FOR THREAD:  t est $1:  ( t est . j ava: 6)
HEAP USE:       0 FOR THREAD:  t est $2:  ( t est . j ava: 14)
HEAP USE:  851200 FOR THREAD:  I NI TI AL THREAD
DFA DONE:  6431ms TRACED 334 VALUES and 1032 VALUE SETS.
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HIJA Tools: KeY
Formal verification using JML and KeY verifier
pr i vat e i nt [ ]  ar r ay;

publ i c  i nt  s i ze( )  {  
  r et ur n ar r ay . l engt h;  
}

publ i c  i nt  get El ement ( i nt  i ndex)  {  
  r et ur n ar r ay [ i ndex] ;  
}
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HIJA Tools:
Formal verification using JML and KeY verifier
pr i vat e i nt [ ]  ar r ay;

publ i c  / * @      * /  i nt  s i ze( )  {  
  r et ur n ar r ay . l engt h;  
}

/ * @ 
  @ 
  @ 
  @ 
  @ 
  @ 
  @
  @                                                * /
publ i c  i nt  get El ement ( i nt  i ndex)  {  
  r et ur n ar r ay [ i ndex] ;  
}
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HIJA Tools:
Formal verification using JML and KeY verifier
pr i vat e i nt [ ]  ar r ay;

publ i c  / * @      * /  i nt  s i ze( )  {  
  r et ur n ar r ay . l engt h;  
}

/ * @ publ i c  nor mal _behavi or
  @ 
  @ 
  @ 
  @ 
  @ 
  @
  @                                                * /
publ i c  i nt  get El ement ( i nt  i ndex)  {  
  r et ur n ar r ay [ i ndex] ;  
}
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HIJA Tools:
Formal verification using JML and KeY verifier
pr i vat e i nt [ ]  ar r ay;

publ i c  / * @      * /  i nt  s i ze( )  {  
  r et ur n ar r ay . l engt h;  
}

/ * @ publ i c  nor mal _behavi or
  @ r equi r es ( i ndex >= 0)  && ( i ndex < s i ze( ) ) ;
  @ 
  @ 
  @ 
  @ 
  @
  @                                                * /
publ i c  i nt  get El ement ( i nt  i ndex)  {  
  r et ur n ar r ay [ i ndex] ;  
}
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HIJA Tools:
Formal verification using JML and KeY verifier
pr i vat e i nt [ ]  ar r ay;

publ i c  / * @ pur e * /  i nt  s i ze( )  {  
  r et ur n ar r ay . l engt h;  
}

/ * @ publ i c  nor mal _behavi or
  @ r equi r es ( i ndex >= 0)  && ( i ndex < s i ze( ) ) ;
  @ 
  @ 
  @ 
  @ 
  @
  @                                                * /
publ i c  i nt  get El ement ( i nt  i ndex)  {  
  r et ur n ar r ay [ i ndex] ;  
}
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HIJA Tools:
Formal verification using JML and KeY verifier
pr i vat e i nt [ ]  ar r ay;

publ i c  / * @ pur e * /  i nt  s i ze( )  {  
  r et ur n ar r ay . l engt h;  
}

/ * @ publ i c  nor mal _behavi or
  @ r equi r es ( i ndex >= 0)  && ( i ndex < s i ze( ) ) ;
  @ assi gnabl e \ not hi ng;
  @ 
  @ 
  @ 
  @
  @                                                * /
publ i c  i nt  get El ement ( i nt  i ndex)  {  
  r et ur n ar r ay [ i ndex] ;  
}
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HIJA Tools:
Formal verification using JML and KeY verifier
pr i vat e i nt [ ]  ar r ay;

publ i c  / * @ pur e * /  i nt  s i ze( )  {  
  r et ur n ar r ay . l engt h;  
}

/ * @ publ i c  nor mal _behavi or
  @ r equi r es ( i ndex >= 0)  && ( i ndex < s i ze( ) ) ;
  @ assi gnabl e \ not hi ng;
  @ ensur es t r ue;
  @ 
  @ 
  @
  @                                                * /
publ i c  i nt  get El ement ( i nt  i ndex)  {  
  r et ur n ar r ay [ i ndex] ;  
}
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HIJA Tools:
Formal verification using JML and KeY verifier
pr i vat e i nt [ ]  ar r ay;

publ i c  / * @ pur e * /  i nt  s i ze( )  {  
  r et ur n ar r ay . l engt h;  
}

/ * @ publ i c  nor mal _behavi or
  @ r equi r es ( i ndex >= 0)  && ( i ndex < s i ze( ) ) ;
  @ assi gnabl e \ not hi ng;
  @ ensur es t r ue;
  @ al so publ i c except i onal _behavi or
  @ 
  @ 
  @                                                * /
publ i c  i nt  get El ement ( i nt  i ndex)  {  
  r et ur n ar r ay [ i ndex] ;  
}



Java in sicherheits-kritischen Systemen: Das HIJA-Profil

� �

HIJA Tools:
Formal verification using JML and KeY verifier
pr i vat e i nt [ ]  ar r ay;

publ i c  / * @ pur e * /  i nt  s i ze( )  {  
  r et ur n ar r ay . l engt h;  
}

/ * @ publ i c  nor mal _behavi or
  @ r equi r es ( i ndex >= 0)  && ( i ndex < s i ze( ) ) ;
  @ assi gnabl e \ not hi ng;
  @ ensur es t r ue;
  @ al so publ i c except i onal _behavi or
  @ r equi r es ( i ndex < 0)  | |  ( i ndex >= si ze( ) ) ;
  @ 
  @                                                * /
publ i c  i nt  get El ement ( i nt  i ndex)  {  
  r et ur n ar r ay [ i ndex] ;  
}
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HIJA Tools:
Formal verification using JML and KeY verifier
pr i vat e i nt [ ]  ar r ay;

publ i c  / * @ pur e * /  i nt  s i ze( )  {  
  r et ur n ar r ay . l engt h;  
}

/ * @ publ i c  nor mal _behavi or
  @ r equi r es ( i ndex >= 0)  && ( i ndex < s i ze( ) ) ;
  @ assi gnabl e \ not hi ng;
  @ ensur es t r ue;
  @ al so publ i c except i onal _behavi or
  @ r equi r es ( i ndex < 0)  | |  ( i ndex >= si ze( ) ) ;
  @ assi gnabl e \ not hi ng;
  @                                                * /
publ i c  i nt  get El ement ( i nt  i ndex)  {  
  r et ur n ar r ay [ i ndex] ;  
}
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HIJA Tools:
Formal verification using JML and KeY verifier
pr i vat e i nt [ ]  ar r ay;

publ i c  / * @ pur e * /  i nt  s i ze( )  {  
  r et ur n ar r ay . l engt h;  
}

/ * @ publ i c  nor mal _behavi or
  @ r equi r es ( i ndex >= 0)  && ( i ndex < s i ze( ) ) ;
  @ assi gnabl e \ not hi ng;
  @ ensur es t r ue;
  @ al so publ i c except i onal _behavi or
  @ r equi r es ( i ndex < 0)  | |  ( i ndex >= si ze( ) ) ;
  @ assi gnabl e \ not hi ng;
  @ si gnal s ( Ar r ay I ndexOut Of BoundsExcept i on)  t r ue;  * /
publ i c  i nt  get El ement ( i nt  i ndex)  {  
  r et ur n ar r ay [ i ndex] ;  
}
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Current Status:
First phase completed:

� Requirements document finished

� Methodology handbook d ra ft

� Design Doc uments finished

� Tools development has sta rted , first p rototypes 
running
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Conc lusion
The RTSJ is now the estab lished  standa rd  for rea ltime 
Java  development.

The HIJA p rojec t will permit to extend  the app lic a tion 
of RTSJ to sa fety- and  business-c ritic a l app lic a tions. 

Complementa ry tools for c orrec tness verific a tion of 
app lica tions a re p rovided .

Projec t homepage: www.hija.info.

www.aicas.com


