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Context: mhsdemo
Cluster: mhsdemo

User: clusterUser_mhsdemo_mhsdemo

K9s Rev: v0.26.0 4v0.26.3
K8s Rev: v1.21.9

CPU:

MEM:

NAMESPACEt
argocd
argocd
argocd
argocd
argocd
argocd
default
default
default

hse
istio-system
istio-system
istio-system
istio-system
istio-system
istio-system
kube-system
kube-system
kube-system
kube-system
mhsdemo—-ns—jenkins
spring—-petclinic

Deployments (
NAME
argocd-applicationset-controller
argocd-dex-server
argocd-notifications—-controller
argocd-redis

argocd-repo-server

argocd-server

aks—helloworld-one
aks—helloworld-two
ingress—-nginx-controller
hse-deploy

grafana

istio-ingressgateway

istiod

jaeger

kiali

prometheus

coredns

coredns—autoscaler
konnectivity-agent
metrics-server
mhsdemo-ns—-jenkins-nginx-class-ingress-nginx-controller
api-gateway

o T
<ShN1Tt-T>

UP-TO-DATE

PR R NRNRPRRPRRPEPRRPEPRPRURRPLRRRERRERRB R

AVAILABLE

R R R NRNRRRRRRUOURRBRRRBRRBRRBR

<deployment>




)
'A‘k Octant ) Filter by labels 2 Apply YAML (& spring-petclinic v (] mhsdemo v

E 9 Namespace Overview

Applications ~ ::: Workloads

@ Overview

Namespace Cron Jobs
Overview
Daemon Sets

Y Labels Phase Status Restarts

-«

Deployments

@ app:api-gateway D) (security‘is(‘\o.io/tlsMo.‘. > Running Running 0

Jobs

Pods . = _ >
Plugins : @ customers-ab-mysqi-O (__app .kubernetes.io/.. \/ app.kubernetes.io/...
Replica Sets

Running Running

Replication Controllers

( app:customers-ser... \/3 ( security.istio.io/tls... Running Running

Stateful Sets

Discovery and Load Balancing : ® vets-db-my (" app.kubernetes.io/.. ) (" app.kubernetes.io/.. Running Running

Y

Config and Storage

/

( app:vets-service \> ( security.istio.io/tIsMo... Running Running
J

§ Custom Resources

& RBAC

\( app:vets-service ) ( security.istio.io/tisMo... Running Running

L

[¥] Events

i

w[app.kubemetes,io/.” ) (6 app.kubernetes.io/... Running Running

NS

=

\[ app:visits-service )\\ security.istio.io/tIsMo... Running Running

-/

Namespace Overview

-
o
@
s
@
o
-
o
o

Namaspaca modole shows al = : Y T rOX) ( app:wavefront-pro... \/w f security.istio.io/tls...
resources related to currently e : P

selected namespace Use dropdown at > |
the top to change the selected

namespace Items per page 10 Vv 1-9 of 9 items

/

Running CrashLoopBackOff dep! 2616¢ 6m

&

Preferences




&% Workloads

Namespace Containers Restarts Controlled By Status
Pods

O




Q HEARDLAHP

80 CLUSTER
Namespaces
Nodes
CRDs
WORKLOADS
STORAGE

NETWORK

CPU Usage Memory Usage

18.2 %

0.63 /16 units 22.82 /125.61GB

Events @ Warnings

Type ¢

Pod

Ingress

Name ¢ Namespace ¢

oteldemo-featureflagservice-84b8575847-mp87z

ingress-nginx

ingress-nginx-controller-6b8bfd7f69-fngth

oteldemo-featureflagservice-84b8575847-mp87z otel

wavefront-proxy-7f4b865d59-z6745 spring-petclinic

Reason ¢

Pulled

Sync

RELOAD

BackOff

BackOff




NAMESPACES

®

WORKLOADS

L1

STORAGE

»
2

COL

=z
5
@

©

PROFILE

APPLY

INGRESS

POD

POD

POD

Cluster Overview

NODES

PODS

NAME

ingress-nginx:ingress-nginx-controller-6b8bfd7{69-fngth

otel:otel

otel:oteldemo-featureflagservice-84b8575847-mp87z

otel:oteldemo-featureflagservice-84b8575847-mp87z

spring-petclinic:wavefront-proxy-7f4b865d59-z6745

55m

4h

RELOAD

Sync

Pulled

BackOff

BackOff

NODE RAM USE

POD RAM USE

NGINX reload triggered due to a change in configuration

Scheduled for sync

Container image "ghcr.io/open-telemetry/demo:1.4.0-featureflagservice" already present on machine

Back-off restarting failed container

Back-off restarting failed container
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ku‘:e_ctl 3e_t
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—= \ kubect!| describe ...

kubec‘tl l
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kubectl o(ebug

Q kubect! exec ...
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|
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Characteristics:

- no change to cluster or APPES required
- non-intrusive
- lr\e,lppul for unde,f‘stamding K¥s
andl 3e‘ttin3 overview
- no network :nsIs,lf\ts



pod-ho\sed
(Service Mesh)
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What features of a Service Mesh interest you most?

B Must have Nice to have [ Not required at this time O

300 9..

@
cilium

200
100
0
Kubernetes ingress  Canary roll-outs / A/B Encrypted traffic Cryptographic Observability Rate limiting Circuit breaking Retries
testing between services authentication of

services









network traffic

mul‘t}ple containers in poo( share network



mul'tiple containers in pod share network
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Characteristics:

- extends Kubemetes for limitations in traffic
awareness and sho.pimj capabil?ties

- concept of injec‘ting sio!ecam-proxy nto each Pool
to have control over entire network flow

- no a\pplica‘t?on le,ve,l metrics

- COn'Pisurox‘tion changes at runtime



node-based

(eBPF)



o

extended Be,rke_le,y
Packet Filter
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== tenant-jobs/resumes P50
== tenantjobs/resumes P95

== tenantjobs/resumes P99

Trace View

crawler: grpc.loader.Loader/LoadCv

2022-10-20 12:11:22.265

Service & Operation
| crawler
loader
loader
| resumes
v | © resumes

| © coreapi

| resumes

| coreapi

13.7ms
792 ms
229 ms

189 ms
390 ms
873 ms

15.5ms
201 ms
484 ms

142 ms
215ms
820 ms
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Characteristics:

- injection of proxy component on node instead of pod level
- Linux low-level Punctional?ty leveraged for Kubemetes

- e_omly stage of development

- Service Mesh Punc‘tionalitc/ n beta program level lov./ Cilium

- lower la‘te_ncy with less hops as oppose_d to pod in:‘ec‘tion
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Microservices -
. 3rd party

App Code . service

OTel Auto. Inst. | ) }
Time Series

OTel API Databases

OTel SDK
OTel o
Collector Trace Observability

Databases Frontends
Kubernetes , & APIs

Column
Stores

[ T ]

Client Instrumentation







FROM eclipse-temurin:17

RUN mkdir -p /opt/todoui

WORKDIR /opt/todoui

ADD https://github.com/open-telemetry/opentelemetry-java-instrumentation/
releases/latest/download/opentelemetry-javaagent. jar .

COPY target/todoui-0.0.1-SNAPSHOT.jar /opt/todoui

CMD ["java", "-javaagent:/opt/todoui/opentelemetry-javaagent.jar",
"-jar", "todoui-0.0.1-SNAPSHOT.jar"]

________

l l ®0 [ Ye] [ Xeo} 0
control plane worker nodes




i containers:

; - name: todo-app-ui !
5 env: !
i — name: OTEL_EXPORTER_JAEGER_ENDPOINT !
: value: http://oteldemo-otelcol.otel.svc.cluster.local:14250 !
5 — name: OTEL_SERVICE_NAME :
! value: todo-app-ui 5
! — name: OTEL_TRACES_EXPORTER E
i value: jaeger

i image: maeddes/todoui:v23otel ;

..........................

e0 e0 ®0 Y
worker nodes




<groupId>org.springframework.cloud</groupId>
<artifactId>spring-cloud-starter-sleuth</artifactId>
</dependency>
<dependency>
<groupId>org.springframework.cloud</groupId>
<artifactId>spring-cloud-sleuth-otel-autoconfigure</artifactId>
</dependency>
<dependency>
<groupId>io.opentelemetry</groupId>
<artifactId>opentelemetry-exporter-otlp</artifactId>
<version>1.23.1</version>

<dependency>
</dependency> I

®0 ®0 PYe) e0
worker nodes




spring.application.name=todoui
spring.sleuth.otel.config.trace-id-ratio-based=1.0
spring.sleuth.otel.exporter.otlp.endpoint=http://collector:u4317

________

..........................

®0 .0 €0 Py
worker nodes




__________________________________________________________________________________________________________________________________________________

<dependency>
<groupId>io.quarkus</groupId>
<artifactId>quarkus-opentelemetry</artifactId>
</dependency>

________

®0 Py ®0 0
worker nodes




__________________________________________________________________________________________________________________________________________________

T 3

.......................................................................

quarkus.application.name=todo-app—quarkus
quarkus.opentelemetry.enabled=true

quarkus.opentelemetry.tracer.exporter.otlp.endpoint=http: //collector:4317

_______

_t l l 0 0 ®0 ®0
control plane worker nodes
==




Microservices -
. 3rd party

App Code . service

OTel Auto. Inst. | ) }
Time Series

OTel API Databases

OTel SDK
OTel o
Collector Trace Observability

Databases Frontends
Kubernetes , & APIs

Column
Stores

[ T ]

Client Instrumentation




JVM Metrics -

service  All ~

. api-gateway
CPU Usage
100.00%
75.00%
5000%

25.00%

0%

1450 15:00

= process_cpu_usage - system_cpu_usage

Current CPU Usage

+ config-server
CPU Usage
100.00%
75.00%
5000%
25.00%

o Reeitiecnmesctatages
1450 15:00

= process_cpu_usage - system_cpu_usage

Current CPU Usage

Memory - Heap ~

1520 1530

15:40 14:50 15:00

committed == used
Loaded Classes Memory - Non-Heap

14192

Unloaded Classes

committed:
= used:

# Live Threads

1298 MB 14:50 15:00
116.2MB  daemon == non-daemon peak
84.0 MB

# Threads by States

14:50 15:00

committed == used

Memory - Heap

1520 1530 14:50 15:00
committed == used

Loaded Classes Memory - Non-Heap

12930

Unloaded Classes

1530

14:50 1500 1510 1520 1530

~~BLOCKED ==NEW == RUNNABLE ~ TERMINATED -~ TIMED_WAITING

# Live Threads

14:50 15:00

daemon == non-daemon - peak

# Threads by States

14:50 15:00

committed == used

1530

14:50 15:00 1510 1520 1530 15:40
=~ BLOCKED ==NEW = RUNNABLE = TERMINATED -~ TIMED_WAITING -~ WAITING

Refresh every 5s

Garbage Collection Memory

1450 1500 1570 1520 1530

= Live Data Size = Max Data Size == Allocated Memory
Promoted Memory

Garbage Collection Pauses

sms

oms
14:50 1500 1510 15:20 1530

= Minor GG~ Major GC

Garbage Collection Memory

|
1450 1500 1570 1520 1530

= Live Data Size = Max Data Size == Allocated Memory
Promoted Memory

Garbage Collection Pauses

oms
14:50 15:00 15:10 15:20

= Minor GG~ Major GC

15:40

15:40




Error % Duration

13:50 13:45

== shopping-cart-66b6c48dd5-hprdn == shopping-cart-66b6c48dd5-hprdn == shopping-

CPU utilization Heap Memory utilization

13:45 { 13:45

== shopping-cart-66b6c48dd5- c48dd5-hprdn - used

Garbage Collection Classes Threads

.

13:4

== shopping-cart-66b6c48dd5-hprdn == shopping-cart-66b6c48ddS-hprdn




© Kiali Console x| # Jaeger Ul x| +
€& > C © localhost:18080/jaeger/trace/7d518f69d06d6659e95a8a63a3f0ff03 w E‘nﬁ -] ﬁ » 0 :
Jaeger Ul _ Compare System Architecture About Jaeger v
todoui.default: todobackend.
& wv default.svc.cluster.local: 8 Alternate Views v
8080/*
e Start September 10 2020, 09:40 Duration 2.95ms Services 2 Depth 2 Total Spans 2
Oms 0.74ms 1.48ms 2.22ms 2.95ms
Service & Operation v > VvV > Oms 0.74ms 1.48ms 2.22ms 2.95ms
v todoui.default todobackend.default.svc...

e: todoui.default Duration: 2.95ms

todobackend.default.svc.cluster.local:8080/* e
> Tags: component=proxy downstream_cluster=- guid:x-request-id = 9f049e5f-5c33-9294-8d08-a95453762cda  h...
> Process: ip-=10.244.0.34

€95a8a63a30ff03 ¢

(S 2 53ms

Service: todobackend.default Duration: 2.53ms
20 0.2ms

todobackend.default todobacke...

ola

todobackend.default.svc.cluster.local:8080/*

guid:x-request-id = 9f049e5f-5¢33-9294-8d08-a95453762cda  h...

> Tags: component=proxy downstream_cluster

> Process: ip=10.244.0.30
d0ae89ed674eadf6 ¢




s Jaeger Ul x +

< C ® 127.0.0.1:16686/trace/3e6d859254dd203985bbbf6c2749¢95¢

Jaeger Ul

Search Compare System Architecture

&\ todoui.default: GET /

* g® O e 0

About Jaeger v

3@ Trace Timeline v

January 11 2021, 16:43:22 5.34ms 2 4 4
Ops 1.33ms 2.67ms 4ms 5.34ms
="
Service & Operation Vo> > Ops 1.33ms 2.67ms 4ms 5.34ms
v todoui.default GeT/
v todoui.default GET /odo
v | todobackend.default GET fodos/ o
todobackend.default HikariProxyPrep... @ 129us
HikariProxyPreparedStatement.executeQuery todobackend.default 129ps 2.35ms

v Tags
ib.type sql
db.url postgresql://postgresdb:5432/mydb

nternal.span.format jaeger

com.zaxxer.hikari.pool.HikariProxyPreparedStatement.executeQuery()

Process:

bd3a5eaed7e70936 ¢~



@WithSpan("ProductHandler.fetch")
private suspend fun fetchProductDetails(@SpanAttribute("id") id: Long, product: Product) = coroutineS
val price = async(Dispatchers.I0) {
client.get().uri("${props.pricingEndpoint}/${product.id}").retrieve().bodyToMono<Price>().awa

val stocks = async(Dispatchers.I0) {
client.get().uri("${props.stockEndpoint}/${product.id}").retrieve().bodyToMono<Array<InStockL
.awaitSingle()

,

product.withDetails(price.await(), stocks.await())

89



@WithSpan("ProductHandler.fetch")
ivate suspend fun fetchProdu
. - e Lchers.I0

client.get().uri("${props.pricingEndpoint}/${product.id}").retrieve().bodyToMono<Price>().awa

ils(@SpanAttribute("id") : Long, product: Product) = coroutineS

val stocks = async(Dispatchers.I0) {
client.get().uri("${props.stockEndpoint}/${product.id}").retrieve().bodyToMono<Array<InStockL

.awaitSingle()

,

product.withDetails(price.await(), stocks.await())

90



Trace Start May 10 2023, 12:17:29.196 Duration 2.42s Services4 Depth8 Total Spans 26

Ops

605.26ms

1.21s 1.82s 2.42s

Service & Operation
v | APISIX /prosucts
v catalog /products
catalog CoRouterFunctionDsI$$Lambda$.handle
v catalog ProductHandler.products
catalog ProductRepository.findAll
v catalog ProductHandierfetch
v catalog HTTP GET
v | APISIX /prices/1

VI pricing /prices/<product_str>

| pricing SELECT * FROM PRICE WHERE ID=:id

v catalog HTTP GET
stock GET /stocks/:product_id
v catalog ProductHandler.fetch
v catalog HTTP GET
v | APISIX fprices/2

v | pricing /prices/<product str>

v catalog HTTP GET
stock GET /stocks/:product_id
v | catalog ProductHandler.fetch
v catalog HTTP GET
v I APISIX /prices/s

v| pricing /prices/<product_str>

v  catalog HTTP GET

stock GET /stocks/:product_id

| pricing seLEcT * FROM PRICE WHERE ID=:id

l pricing SELECT * FROM PRICE WHERE ID=:id

Ops 605.26ms 1.21s 1.82s 2.42¢

=
2.26s
2.07s
281.03ms
131.49ms
32.81ms
900.09ms
64.74ms (I
59.12ms D
3.58ms |
900.09ms
404ps
309us
12.41ms
4.69ms |
2.59ms |
1.44ms |
7.9ms
177us
316us
7.98ms
5.04ms |
2.55ms |
1.47ms |
2.94ms

150ps



Trace Start May 10 2023, 12:17:29.196

ops

Duration 2.42s Services4 Depth8 Total Spans 26

605.26ms

1.21s 1.82s 2.42s

Service & Operation

v | APISIX /products

v

catalog /products

catalog CoRouterFunctionDsi$$Lambda$.handle

v

v

v

v

v

v

v

catalog ProductHandlerfetch

catalog ProductHandler.products

catalog ProductRepository.findAll

catalog ProductHandlerfetch

catalog HTTP GET
v I APISIX /prices/1

v | pricing /prices/<product str>

* FROM PRICE WHERE ID=:id
catalog HTTP GET

stock GET /stocks/-product id

catalog HTTP GET

v | pricing /prices/<product str>

| pricing SELECT * FROM PRICE WHERE ID=:id
catalog HTTP GET
stock GET /stocks/:product_id

catalog ProductHandler.fetch

v catalog HTTP GET
v I APISIX /prices/s
v| pricing /prices/<product_str>
| pricing SELECT * FROM PRICE WHERE ID=:id
v catalog HTTP GET

stock GET /stocks/:product_id

605.26ms 1.21s 1.82s 2.42¢

=
2.26s

2.07s

281.03ms

32.81ms
900.09ms
64.74ms D
59.12ms @D
3.58ms |
900.09ms
404ps
309us
12.41ms
4.69ms |
2.59ms |
1.44ms |
7.9ms
177us
316ps
7.98ms

2.94ms

150ps



stock GET /stocks/:produc

v catalog ProductHandler.fetch

ProductHandler.fetch

> Tags: code.function = fetchProductDetails code.namespace - ch.franiq@catalog.ProductHandler id=2 internal.span.formg

> Process: container.id —~ 9d97133752655fbd9b3824cb4e2a792016d3b71c1f4 ed2c3cc03ed18d  host.arch

v catalog HTTP GET

v | APISIX /prices/2
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Jemo kudos./

https://twitter.com/nicolas_frankel https://www.baeldung.com/

https://github.com/nfrankel/opentelemetry-tracing

https://www.baeldung.com/spring-boot-opentelemetry-setup
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NOVATEC

A} OpenAPM

Powered by
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Your OpenAPM Landscape
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Charactenristics:

- aﬁe,n'ts speciPiQ to pr‘ogr‘amming lomguo\ges
ond Fromeworks

= phovide_ apphca‘tion le,ve,l metries

- often par“b of the applica(bion process
or base container

- enaxble root-cause amalysis
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