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Process - ( How we build ) - Artifacts

CI/CD 

→ CD Foundation

Reproducible 
Builds

Security 

→ SLSA

Transparency 

→ SBOM

SBOM
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Continuous Deployment 
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Continuous Deployment

Repeatability Deployment process repeatable across all stages of the pipeline

Automation to Reduce One-Off Scripting Ability to scale quickly. Set of reusable tasks, components and functions in  templates

Environment Modeling Logical view of endpoints, use, ownership and capabilities

Approval and Approval Gates Restricting access to lifecycle. Notification and approval that a new release

Release Coordination and Auditing Audit log (who, when and where) an update occurred. 

Inventory Tracking Recording location of any artifact deployed to any location in an environment.

Immutable Deployments All release metadata to and logic to be maintained in an immutable state

Deployment Models Canary deployments, blue/green deployments and rolling blue/green deployments



Repeatable
vs

Reproducible



Artifacts 
(Reproducible 

Builds)

A build 
is reproducible if given 
the same source code, 
build environment and 
build instructions, any 
party can recreate bit-
by-bit identical copies 
of all specified artifacts.













Supply-chain Levels for 
Software Artifacts



Build Level 0 
(No guarantees)

• This level doesn’t have any requirements nor provides any guarantees.

• This level indicates a lack of SLSA. 
• Intended for software development or test builds



Build Level 1
(Provenance exists)

• Organizations are required to maintain a reproducible and consistent build 
environment at Build L1. 

• Tracking environment modifications and documenting the build 
environment are necessary. 

• The build environment and inputs must also be identical for the build 
process to be replicated.



Build Level 2 
(Hosted build platform)

• Requires tamper protection, which includes the use of version control and 
a hosted build service to generate provenance.

• The build platform runs on a dedicated infrastructure, not an individual’s 
workstation, and the provenance is tied to that infrastructure through a 
digital signature.



Build Level 3 
(Hardened builds)

• Build and source platforms meet auditing standards and maintain the 
integrity of the provenance. 



SBOM
• SBOMs (software bill of materials) are structured 

documents that inventory the software components 

• May communicate information about software 
licenses, vulnerabilities, and other metadata relevant 
to software transparency.





Cyber Resilience Act

2024-04-04

• Manufacturers of the products 
with digital elements shall:
• Identify and document 

vulnerabilities and components 
contained in the product

• Software Bill Of Materials











JReleaser

Release automation tool. 

Simplify creating releases and 
publishing artifacts to 
multiple package managers. 





JReleaser

• Create Git releases (tag, 
changelog, assets), 

• Announce releases, 

• Assemble additional binaries 
and files

• Publish to several package 
managers

















Artifacts ( What has changed) 

Changelog 
• Keep the changelog up to date
• Show version and date in release header
• Group similar changes into categories
• Communicate relevant changes
• Highlight critical changes 

• Breaking changes
• Binary incompatibility 
• Deprecations

→ Conventional Commits
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