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$28B

$408B

2020
Actual global credit and debit card fraud 
losses 

2021-2031 
Forecasted global card industry losses to fraud

Sources: (*) ”2022 Half-year fraud update”, UK Banking & Finance Industry (**) Card fraud worldwide, Nilson report, December 2021

https://www.ukfinance.org.uk/system/files/2022-10/Half%20year%20fraud%20update%202022.pdf
https://nilsonreport.com/upload/content_promo/NilsonReport_Issue1209.pdf


DS/ML
Dev/DevOps/Security Results!



I have the perfect App/ML/Service
But…



DS/ML
Dev/DevOps/Security Results!

Deployment MonitoringServing





Card Payment Fraud Detection: Behind the Scenes

Swipe Response
Time-Based SLA

~ milliseconds

Card-Processing Infrastructure

EnrichIngest Transform Predict Act

{
transaction_number  
cc_num = 3002 230..
Amount = 50
Merchant = 931
Device = {iphone}
GeoLocation = 33’N

}

{
as before +  Context
Customer data = 

[gender, job, city, age 
group, avg spend]

Merchant data = 
[category, avg spend]
Realtime features = 
[Distance from home]
}

{
as before plus 

“Feature Engineering”: 
imputation, scaling, 
discretization, 
embeddings, 
categorical features
}

{
Run ML Model: scikit-
learn,LightGBM, 
Python, Pytorch, 
Tensorflow Model, 
Graph ML or call out 
ML endpoint

Get fraud probability 
prediction 
}

Apply additional  
checks (business 
rules & emerging 
fraud checks)

Accept 
or
Decline



High-Performance Real-time
=

Instant computation on both 
new and historical data



AI/ML Workloads - Feature Store 
Features are individual data attributes of an entity needed by a model to make a prediction

Fraud? Age 
Group

Gender Avg Daily 
Spend

Transaction 
Amount

Distance 
from home 

# Transactions 
in last  X mins

merchant 
type

Yes 18-25 F 20 4.99 2000 10 Gambling

No 26-35 M 8 4.00 2 2 Grocery

No 46-54 F 60 40.00 15 0 Fuel

No 36-45 F 40 260.00 450 1 Electronics

Yes 18-25 M 5 10,000.00 15 15 Jewellery

Precomputed features
(Can be stored in memory)

Real-time features Streaming features 
(calculated in near-real time)



Alerts
Trends

Enrichment



Kafka 
StreamsSpark 

Streaming

ksqlDB

Redis

SingleStore

VoltDB
Aerospike

MongoDB

Cassandra

Couchbase
FlinkKinesis 

Streams
HANA



Clients 
& APIs

MQ

Kafka

IoT

Custom 
Connector

Enterprise 
Applications

Hazelcast

File Watcher

Socket

Database 
Events

Sources Sinks

MQ

Kafka

Alerts

Interactive 
Analytics

Enterprise 
Applications

Hazelcast

Databases

HDFS, S3, 
NoSQL

Files

Transform Combine Stream ML Inference

Streaming 
Compute

Fast Data 
Management

Durable 
Persistence

External Datastores (optional)

Go
JDBC

Java

SQL

C#/.Net

SQL

C++

SQL

JS

SQL

Python

SQL SQL



Source

Source

Source

Data Processing

Live Events
Analytics

Live Events
Analytics

Live Events
Analytics

Live Events
Analytics

Sink or Client 
App

Streaming Ingest Queries, Logic &
Machine Learning

Streaming Ingest Queries, Logic &
Machine Learning

Streaming Ingest Queries, Logic &
Machine Learning

Streaming Ingest Queries, Logic &
Machine Learning

Event Stream Input









Why Microservices?

✦Are Easier to Build and Enhance

✦Are Easier to Deploy
✦Are Easier to Maintain, Troubleshoot, and Extend
✦Simplify Cross-Team Coordination

✦Deliver Performance and Scale
✦Simplify Real-Time Processing



…

…

…

…

Python Code

…

…

…

Transform Tasks

… …

…

…

Kafka / 
Pulsar Deliver 1

Deliver N2

Ingest 1

Ingest N0

ML Scoring 1

Inference 
Runner

Python 
VM

Job 
Submission

File System 
Folder

Python Code

Transform Tasks

ML Scoring N1

Inference 
Runner

Python 
VM



DecideCollect Score

DecideCollect
Composite Score

Algorithm 1 Algorithm 2 Algorithm N…

Only 1 algorithm, hard to validate/improve

More processing power in same time window



Gigascale Real-time Data Processing
▪ 1 BILLION TPS with 99% under 30ms latency

▪ 45 nodes

▪ Linear scaling with predictable latency

▪ kubectl scale statefulset <<name>> 
--replicas=45



99th Percentile Latency at a Billion Events per Second



Hazelcast Cluster

Kafka events topic

enrich 
events

enrich

Events 
with 

context

Architecture Overview

create and 
manage pipelinesCL -

SQL

Jet pipeline

IMap

IMap



Setup

• Install Hazelcast

⁃ hz-start
⁃ hz-cli sql

• Install Kafka
⁃ cd Documents/kafka_2.13-3.4.0

⁃ bin/zookeeper-server-start.sh config/zookeeper.properties
⁃ bin/kafka-server-start.sh config/server.properties
⁃ bin/kafka-server-stop.sh
⁃ bin/zookeeper-server-stop.sh



Option #1: Alerts







56.8.199.213,1652731706,86
149.249.213.20,1205849525,76
83.58.157.127,1660017403,76
120.231.214.220,1417539947,1
161.33.208.167,1636079422,67
211.90.113.86,1636079422,87
25.233.56.52,1653416533,78
165.172.37.69,962254265,66
153.23.56.53,1766405806,58
78.224.25.157,1766405806,91

Trend Predict

56.8.199.213,1652731706,1
149.249.213.20,1205849525,
83.58.157.127,1660017403,1
120.231.214.220,1417539947,1
161.33.208.167,1636079422,0
211.90.113.86,1636079422,0
25.233.56.52,1653416533,0
165.172.37.69,962254265,0
153.23.56.53,1766405806,1
78.224.25.157,1766405806,1

Option #2: Trends



Read from 
source(s)

Add 
timestamp

Calculate 
trend

Group by (T)

trend map

Predict using 
score and 

Trend
Prediction 

map Output

File

Kafka

Webapp

SQL Browser







3 Ways to proceed

✦ (1) SQL CREATE JOB fosdem_job AS SINK INTO map2 SELECT * FROM map1
✦ (2) Pipeline: readFrom(Sources.map(”logs_fosdem"))

✦ (3) Pipeline: readFrom(Sources.mapJournal(" logs_fosdem ") --  Due in 5.3 for SQL 
• as this is continuous, you get changes to a map

• The journal is a ringbuffer, so you can start your stream from the first or the last entry



Summary

Logs destination is 
Hazelcast – instant 

compute on new and 
historical logs

Logs are stored on 
the cloud – multiple 

machines

The format is either 
JSON vs VARCHAR 

– your choice

IMap is used to store 
logs – random 

access/rebalancing

Configure the IMap 
for eviction and/or 

expiry to avoid 
running out of space.

Consider Security.



https://slack.hazelcast.com/


