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Problems with Dead Classes

e SQL-Injection
 XML-Parsing

e Resourcen-Leaks

security




Main Problem




How to Find Dead Classes

dc=ac—-Y __lc

dc: dead classes
ac: all classes
Ic: loaded classes



How to Get All Classes?

[c

de =ac—), "~



Get Classpath

String classpath = System.getProperty("java.class.path");



Get All Classes

o file:/...
e find .class files in directory

o jar:file:/...
 simple JAR: find .class files in JAR (ZIP)
* nested JARs (JAR, WAR, EAR):

* find simple JARS, inspect it



Libs for Classpathes

o https://github.com/classgraph

 com.google.common.reflect.ClassPath (Guava)


https://github.com/classgraph

How to Get Loaded Classes?



Classloader Internals



Ask the Classloader

protected final Class<?> findLoadedClass(String name) {
1f (!checkName(name))
return null;
return findLoadedClassO (name);

}

private final native Class<?> findLoadedClassO(String name);




Ask the Classloader

SystemClasslLoader
WebClasslLoader

ContextClasslLoader

AppClasslLoader



Ask the GC

jmap -histo:all <pid>

ocboehm@PLTCM7002$ jmap -histo:all 9668

fbytes

class name (module)

num finstances
1 182752
2 17269
3 135138
4 14721
5 32078
0 21455
1372: 1
1373: 1
1374 : 1
Total 627763

oboehm@PLTCM7002S

15704168
8513224
3243312
1177680
1026496

8538200

16
16
16
42881928

[B (Java.base@l17.0.6)

[I (java.base@l7.0.6)

java.lang.String (java.base@l’/7.0.6)

java.net.URI (jJjava.base@l17.0.6)
java.util.concurrent.ConcurrentHashMap$SNode (java.base@l7.0.06)
java.util.TreeMapSEntry (java.base@l7.0.60)

sun.util.resources.LocaleData (java.base(dl7.0.6)
sun.util.resources.LocaleData$lLocaleDataStrategy (java.base@l7.0.60)
sun.util.resources.cldr.provider.CLDRLocaleDataMetalInfo (jdk.localedata@l7/7.0.6)



Ask DiagnosticCommand



Ask DiagnosticCommand I

public static List<Class<?>> getLoadedClassesFromGC() {
String mbeanName = "com.sun.management:type=DiagnosticCommand"”;
try A
Object classHistogram = ManagementFactory.getPlatformMBeanServer() .1invoke (
new ObjectName (mbeanName),
"gcClassHistogram',
new Object[]{new String[]{"-all"}},
new String[]{"[Ljava.lang.String;"});
return parseClassHistogramm(classHistogram.toString());
} catch (JMException ex) {
log.warn("Cannot call 'getLoadedClasses(..)
return new ArrayList<>();

from MBean \"{}\"", mbeanName, ex);



statische
Klassen




Use JVM Log

java -Xlog:class+load=info ...

OO OO o oo

.021s’]
.021s]
.022s]
.022s]
.022s]
.022s
.022s]

1nfo]
1nfo]
‘info]
info]
1nfo]
1nfo]
1nfo]

‘class, load]
‘class, load]
‘class, load]
‘class, load]
‘class, load]
‘class, load]
‘class, load]

java.
java.
java.
java.
java.
java.
java.

lang.Object source:

10.Seri1alizable source:
.Comparable source:
CharSequence source:
constant.Constable source:
constant.ConstantDesc source:
.String source:

lang

lang.
lang.
lang.

lang

shared objects file

shared objects file

shared objects file

shared objects file

shared objects file
shared objects file
shared objects file



Ask DiagnosticCommand Il



Ask DiagnosticCommand IV

private static final String DIAGNOSTIC COMMAND = "com.sun.management:type=DiagnosticCommand";

public static Set<Class<?>> getLoadedClassesFromVmClassHierarchy () {
try A
Object classHierarchy = ManagementFactory.getPlatformMBeanServer() .invoke (
new ObjectName(DIAGNOSTIC COMMAND),
"vmClassHierarchy",
new Object[]{new String[]{""}},
new String[]{"[Ljava.lang.String;"});
return parseClassHierarchy(classHierarchy.toString());
} catch (JMException ex) {
log.warn("Cannot call 'vmClassHierarchy(..)' from MBean \"{}\"", DIAGNOSTIC COMMAND, ex);
return new HashSet<>();



The Official Way...

package java.lang.instrument;

public interface Instrumentation {

J **
* Returns an array of all classes currently loaded by the JVM.
* The returned array includes all classes and interfaces, including
* {@linkplain Class#isHidden hidden classes or interfaces}, and array classes
* of all types.
*
* @return an array containing all the classes loaded by the JVM, zero-length i1f there are none
*/
@SuppressWarnings( "rawtypes")
Class]|[ ]

getAllLoadedClasses () ;



HoOKS

agentmain, premain

public class ClasspathAgent implements ClasspathAgentMBean {

private static Instrumentation instrumentation;

public static void agentmain(final String agentArgs,

premain(agentArgs, inst);

public static void premain(final String agentArgs,
instrumentation = inst;

public Class<?>[] getLoadedClasses() {
return instrumentation.getAllLoadedClasses();

final Instrumentation inst){

Manifest-Version: 1.0

Created-By: Maven Jar Plugin 3.2.0
Build-Jdk-Spec: 21

Agent-Class:
clazzfish.agent.ClasspathAgent
Premain-Class:
clazzfish.agent.ClasspathAgent

META-INF/MANIFEST.MF

final Instrumentation inst){



From Agent to App

java -javaagent:agent007.jar ..



JMX

From Agent to App consol

@ jconsole

Classpath
Agent
MBean

-javaagent:agent007. jar ..




Agent Calling...

public List<Class<?>> getLoadedClassListFromAgent() {
Class<?>[] classes = (Class<?>[]) MBEAN SERVER.1invoke(AGENT MBEAN, "getLoadedClasses",
new Object[0], new String[0]);
return Arrays.asList(classes);



How to Get Loaded Classes?

Y= e
[




How to Get Loaded Classes?
t1

- == Runtime.getRuntime().addShutdownHook

On Shutdown

Invoke run) (Thread)




How to Get Loaded Classes?
t1

Serviet Container

= @)\\\/ehl| istener

(Tomcat)

|— On Shutdown ) ServiletContext

contextDestroyed(..) Listener
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All Pieces Together

Classpath
getAllClasses

Instrumentation
getAllLoadedClasses

Record
loadedClasses




ClazzFish

DIY

ClasspathMonitor

ClasspathAgent

ClazzStatistic



ClasspathAgent

ClasspathAgent




ClasspathMonitor

ClasspathMonitor

Ny



ClazzStatistic

Classpath Classname
file:/Users/oboehm/work/github/en/ClazzFish/monitor/target/classes |clazzfish.monitor.AbstractMonitor
file:/Users/oboehm/work/github/en/ClazzFish/monitor/target/classes |clazzfish.monitor.AbstractMonitorMBean
file:/Users/oboehm/work/github/en/ClazzFish/monitor/target/classes |clazzfish.monitor.ClassloaderType
file:/Users/oboehm/work/github/en/ClazzFish/monitor/target/classes |clazzfish.monitor.ClasspathMonitor
file:/Users/oboehm/work/github/en/ClazzFish/monitor/target/classes |clazzfish.monitor.ClasspathMonitorMBean
file:/Users/oboehm/work/github/en/ClazzFish/monitor/target/classes | clazzfish.monitor.ResourcepathMonitor
file:/Users/oboehm/work/github/en/ClazzFish/monitor/target/classes | clazzfish.monitor.ResourcepathMonitorMBean
file:/Users/oboehm/work/github/en/ClazzFish/monitor/target/classes |clazzfish.monitor.Starter

file:/Users/oboehm/work/github/en/ClazzFish/monitor/target/classes |clazzfish.monitor.exception.ClassloaderException

o O O N DD OO o O OO O

file:/Users/oboehm/work/github/en/ClazzFish/monitor/target/classes |clazzfish.monitor.exception.NotFoundException

ClazzStatistic



Demo?



ClazzFish@Work

swing package

e simple approach
* NO graphics

e manual evaluation



ClazzFis

all package



ClazzFis
with depen

1/2025



Maintainability Overview @ Color: Maintainability Rating Size: Code Smelis
(Only showing data for the first 500 files) A B @ @

See the data presented on this chart as a list
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Maintainability Overview @ Color: Maintainability Rating Size: Code Smelis
(Only showing data for the first 500 files) A B @ @ @

See the data presented on this chart as a list

— — — o —— — — —— —— e ———— - —— ——

1d 5h

1d 2h

6h 40min

Technical Debt

3h 20min

1,000

Lines of Code

‘ 0500

100%




Alternatives?




Alternatives?

e https://teamscale.com/

e https://qgithub.com/parttimenerd/dead-code-agent



https://teamscale.com/
https://github.com/parttimenerd/dead-code-agent

Alternatives?

e https://teamscale.com/

e https://qgithub.com/parttimenerd/dead-code-agent

N F-1076]1070


https://teamscale.com/
https://github.com/parttimenerd/dead-code-agent

java -javaagent:org.jacoco-agent-0.8.13-
runtime. jar=destfile=log/jacoco.exec, append=true..
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The Classes Lifecycle

RS

@Deprecated







Next Steps

e assess dead code

 mark dead classes as @Deprecated
 move them to framework-deprecated
* reduce dependencies

e clean framework-deprecated




# Software rots
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