
Automatische 
Dependency 
Upgrades
Eine praxiserprobte 
Implementierung mit 
Dependabot
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● Webshop Frontend
● TypeScript
● NextJS + GraphQL
● Vitest, React Testing Library, 

Playwright
● ArgoCD, HELM, Kubernetes
● GitHub

Das Projekt
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Renovate Dependabot
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.github/dependabot.yaml

version: 2
updates:
 - package-ecosystem: "npm"
   directory: "/"
   schedule:
     interval: "daily"
   open-pull-requests-limit: 100
   versioning-strategy: increase
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.github/workflows/validate-pr.yaml

name: Validate Pull Request

on:
 pull_request:

jobs:
 linter:
  # run linter

 tests:
  # run unit and integration tests

 browser-tests:
  # run browser tests

 build:
  # build the app
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.github/dependabot.yaml

//.

  groups:
   react:
     patterns:
       - "react"
       - "@types/react"
       - "react-dom"
       - "@types/react-dom"
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.github/dependabot.yaml

//.

  groups:
   react:
     patterns:
       - "react*"
       - "@types/react*"
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.github/dependabot.yaml

//.

  groups:
   react:
     patterns:
       - "react*"
       - "@types/react*"
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.github/dependabot.yaml

version: 2
updates:
 - package-ecosystem: "npm"
   directory: "/"
   schedule:
     interval: "daily"
   registries:
     - my-private-registry
   open-pull-requests-limit: 100
   versioning-strategy: increase
   groups:
     react:
       patterns:
         - "react*"
         - "@types/react*"

registries:
 my-private-registry:
   type: "npm-registry"
   url: "https:&/npm.pkg.github.com"
   # username doesn't matter
   username: any-username
   # must be added in the GitHub repo under Settings > Secrets and variables > Dependabot
   password: ${{ secrets.ACCESS-TOKEN }}
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.github/workflows/validate-pr.yaml

name: Validate Pull Request

on:
 pull_request:

permissions:
 contents: write
 pull-requests: write

jobs:

//.



38

.github/workflows/validate-pr.yaml

merge-dependabot:
 name: Auto-Merge Dependabot PR
 runs-on: ubuntu-latest
 if: ${{ github.actor /= 'dependabot[bot]' }}
 needs:
   - linter
   - tests
   - browser-tests
   - build
 steps:
   - name: Auto-Merge
     run: gh pr merge /-rebase "$PR_URL"
     env:
       PR_URL: ${{ github.event.pull_request.html_url }}
       GITHUB_TOKEN: ${{ secrets.GITHUB_TOKEN }}
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.github/workflows/validate-pr.yaml

merge-dependabot: 
 //.

 steps:
   - name: Get Dependabot Metadata
     id: metadata
     uses: dependabot/fetch-metadata@v2
     with:
       github-token: ${{ secrets.GITHUB_TOKEN }}
   - name: Auto-Merge for Patch Upgrades
     if: ${{ steps.metadata.outputs.update-type &= 'version-update:semver-patch' &&
             !contains(steps.metadata.outputs.dependency-names, '@do-not-merge') }}
     run: gh pr merge /-rebase "$PR_URL"
     env:
       PR_URL: ${{ github.event.pull_request.html_url }}
       GITHUB_TOKEN: ${{ secrets.GITHUB_TOKEN }}
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• Mit wenig Aufwand kann schon viel erreicht werden

• Probiert es einfach mal aus

• Nehmt Dependabot, wenn ihr GitHub nutzt

• Macht euch mit den Tools vertraut

• Entwickelt ein Gefühl für eure Dependencies

• Automatisiert nur, womit ihr euch wohl fühlt

• Prüft kritische Dependencies manuell

• Jeder Zwischenschritt bringt für sich schon Mehrwert
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.github/workflows/validate-pr.yaml

name: Validate Pull Request

on:
 pull_request:

permissions:
 contents: write
 pull-requests: write

jobs:
 linter:
   # run linter

 tests:
   # run unit and integration tests

 browser-tests:
   # run browser tests

 build:
   # build the app

 merge-dependabot:
   name: Auto-Merge Dependabot PRs
   runs-on: ubuntu-latest
   if: ${{ github.actor /= 'dependabot[bot]' }}
   needs:
     - linter
     - tests
     - browser-tests
     - build
   steps:
     - name: Auto-Merge for Patch Upgrades
       run: gh pr merge /-rebase "$PR_URL"
       env:
         PR_URL: ${{ github.event.pull_request.html_url }}
         GITHUB_TOKEN: ${{ secrets.GITHUB_TOKEN }}
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.github/dependabot.yaml

# Please see the documentation for all configuration options:
# https://docs.github.com/github/administering-a-repository/configuration-options-for-dependency-updates

version: 2
updates:
 - package-ecosystem: "npm"
   directory: "/"
   schedule:
     interval: "daily"
   registries:
     - my-private-registry
   open-pull-requests-limit: 100
   versioning-strategy: increase

   groups:
     react:
       patterns:
         - "react*"
         - "@types/react*"

registries:
 my-private-registry:
   type: "npm-registry"
   url: "https://npm.pkg.github.com"
   # username doesn't matter
   username: any-username
   # must be added in the GitHub repo under Settings > Secrets and variables > Dependabot
   password: ${{ secrets.ACCESS-TOKEN }}


