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OAuth 2 and OpenID Connect have been around for Ages!

So Why a Presentation on Them?



Known OAuth 2 / OIDC / JWT Attacks — Constantly Evolving!



Known OAuth 2 / OIDC / JWT Attacks — Mitigations are on the way

https://medium.com/oauth-2/why-you-should-stop-using-the-oauth-implicit-grant (2018)
The OAuth 2.1 Authorization Framework (Draft)
Best Current Practice for OAuth 2.0 Security (RFC 9700)
OAuth 2.0 for Browser-Based Applications (Draft)

+ a whole lot more Specifications
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OAuth 2.1 /OIDC 1.0 in
OWASP ASVS 5.0

Application Security
Verification Standard (ASVS) V5.0
released at
OWASP AppSec EU 2025
in Barcelona

https://github.com/OWASP/ASVS/releases/tag/v5.0.0_release
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Part 1

Protocol Layer



OAuth 2.1 & OpenlD Connect 1x1 — Authorization Code + PKCE

https://datatracker.ietf.org/doc/rfc6749
https://www.rfc-editor.org/rfc/rfc7636
https://datatracker.ietf.org/doc/draft-ietf-oauth-v2-1
https://openid.net/specs/openid-connect-core-1_0.html
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Proof Key for Code EXChange (PKCE) https://www.rfc-editor.org/rfc/rfc7636

Dynamic secrets
replacing static
“client_secret’ for
token request

10
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OAuth 2.0 Pushed Authorization Requests (PAR) - RFC 9126

Alternative:

Send request parameters in a
JSON Web Token (JWT)

- See RFC 9101:
JWT-Secured Authorization Request

hitps://www.rfc-editor.ora/rfc/rfc9101.html
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https://www.rfc-editor.ora/rfc/rfc9126.html
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OAuth 2.1 & OpenlD Connect 1x1 — Client Credentials

https://datatracker.ietf.org/doc/rfc6749
https://datatracker.ietf.org/doc/draft-ietf-oauth-v2-1
https://openid.net/specs/openid-connect-core-1 0.html
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OAuth 2.1 & OpenlD Connect 1x1 — Demo

https://github.com/andifalk/federated-identity-demos

—>
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Part 2

Tokens



JWT Brute Forcing - Demo

https://github.com/ticarpi/jwt tool

https://github.com/andifalk/federated-identity-demos —>
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JWT Profile for OAuth 2.0 Access Tokens - RFC 9068

Indicates that the

{"typ"{"at+IWT"|,"alg" :|"RS256"|, "kid" : "RjEwOwWOA" } token is an
. Access Token
{ Must NOT
"1ss": "https://authorization-server.example.com/", use “none”
"sub": "5ba552d67",
"aud": "https://rs.example.com/",

"exp": 1639528912,
"{at": 1618354090,

"jti" : "dbe39bf3a3ba4238a513f51d6el691c4",
"client_1id": "s6BhdRkqt3",
"scope": "openid profile reademail",

"roles™s [ 1,
"groups": [

{
"value": "fc348aa8-3835-40eb-a20b-c726e15c55b5", System for Cross-domain
"$ref": "https://example.com/v2/Groups/fc348aa8-3835-40eb-a20b-c726e15c55b5", Identity Management
"display": "Employees" (SCIM)

i

1,

"entitlements": []

https://www.rfc-editor.org/rfc/rfc9068. html 16
https://www.rfc-editor.org/rfc/rfc7643.html (SCIM)
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Part 3

The Client-Side



OAuth 2.0 Sender-Constrained Tokens with RFC 8705 (MTLS)

https://www.rfc-editor.org/rfc/rfc8705.html
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Sender-Constrained Tokens — RFC 9449: DPoP

OAuth 2.0 Demonstrating

Proof of Possession (DPoP)
https://www.rfc-editor.org/rfc/rfc9449.html

19
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DPoP Proof JWTs & Public Key Confirmation of Access Tokens

DPoP Proof JWT

{
“typ":"dpop+jwt”,
"alqg":"ES256",
"jwk": {
eyt ENEED,
"x":"18tFrhx-34tV3hRICRDY9zCkD1lpBhF42UQUTfWVAWBFs",
"y":"9VE4jf_Ok_064zbTTlcuNJajHmtev9TDVruUu@CdvGRDA" ,
"crv":"P-256"
}
5
{
“jti":"elj3V_bKic8-LAEB",
"ntm":“GET",
"htu":"https://resource.example.org/protectedresource”,
“1at":1562262618,
"ath":"fUHy02r2Z3DZ53EsNrWBb0OxwWXoaNy59IiKCAqksmQEo"
}

rltyp
llal-g

1 : Ilat+jwtll,
"eRESZS6 ",

DPoP Bound Access Token

"sub":"someone@example.com",

"iss":"https://server.example.com",
"nbf":1562262611,

"exp":1562266216,

"ent":

{

}

"jkt":"0ZcOCORZNYy-DWpqq30jZyJGHTNOd2HgLBV3uiguA4I"

jti
htm
htu

iat
ath

Unique identifier for the DPoP proof JWT

HTTP method of the request to which the JWT is attached
The HTTP target URI of the request to which the JWT is attached, without

query and fragment parts.
Creation timestamp of the JWT

Hash of the access token (if used in conjunction with an access token)

Base64Url encoding of the
WK SHA-256 Thumbprint




Free Browser from Tokens — Backend for Frontend (BFF)
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Backend for Frontend (BFF) — Demo
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Part 4

Protected
Resources

23



Misuse of Stolen Access Tokens

https://github.com/smallstep/cli
https://gchq.qithub.io/CyberChef
hitps://github.com/ticarpi/jwt_tool (Python)
vscode-jwt-decoder (VS Code Extension)
JWT Analyzer (Intellid Plugin)

https://www.pgrs.net/2022/06/02/simple-command-line-function-to-decode-jwts

jwt-decode() {

jq _R 'Split("_") |.[O:2] | map(gsub("_"; l|+ll) | gS.lJb("_"; ll/ll)
| gsub("%3D"; "=") | @base64d) | map(fromjson)’ <<< $1

}

24
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JWT Decoding and Verification - Demo

https://github.com/andifalk/federated-identity-demos —>
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Audience-Restricted Tokens — Resource Indicators (RFC 8707)

https://www.rfc-editor.org/rfc/rfc8707 .html
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OAuth Token Exchange — RFC 8693

https://www.rfc-editor. org/rfc/rfc8693. html
https://docs.spring.io/spring-security/reference/6.3/whats-new.html - _oauth 2 _0_token_exchange grant 5199
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Impersonation vs. Delegation in OAuth Token Exchange
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OAuth Token Exchange — Demo Scenario

https://github.com/andifalk/federated-identity-demos

—>
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Transaction Tokens (Txn-Tokens)

https://www.ietf.org/archive/id/draft-ietf-oauth-transaction-tokens-05.html
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Summary

Key Take Aways



NEVER implement the
OAuth 2.1 Protocol Yourself !!




Summary of Mitigations for OAuth 2.1 Attacks

Protocol Layer
» Use OAuth 2.1 Grants Only @
. Use PKCE /

+ Exact Redirect URI Matching \
* Do not use Access Token in

The Client-Side

* Use Sender-Constraint Tokens
(MTLS, DPoP)

* Free Browser from Tokens
with Backend for Frontend
(BFF)

* Protect SPA from XSS Attacks

URI Query Parameters \
Token @ @
* Never Copy/Paste Token into .

Online Services

» Prefer Asymmetric Signing
Algorithms (RSA, DHDCE)
* Follow JWT Profile for OAuth

2.0 Access Tokens
(RFC 9068)

Protected Resources

* Audience-Restricted Tokens
with Resource Bundles
(RFC 8707)

* Impersonation & Delegation
Patterns with Token Exchange
(RFC 8693)

* Look for Transaction Tokens
(Draft)
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Provider
Support

https://github.com/andifalk/federated-identity-demos
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ONE MORE THING...

Al Model Context Protocol (MCP)
Security with OAuth2

https://modelcontextprotocol.io/specification/2025-03-26
https://spring.io/blog/2025/04/02/mcp-server-oauth2
https://aaronparecki.com/2025/04/03/15/oauth-for-model-context-protocol
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Andreas Falk
andreas.falk@cgi.com

Connect with me
https://www.linkedin.com/in/andifalk

Linked [}
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